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11
IPA
NICT CRYPTREC(Cryptography Research
and Evaluation Committee) CRYPTREC
ISO/IEC CRYPTREC
CRYPTREC ISO/IEC
1.2
CRYPTREC
°
[ )
[ )
1.3
IPA NICT
o NIST (National Institute of Standards and Technology)
. CSE (Communications Security Establishment)

. CESG Communications-Electronics Security Group)



. DCSSI(Direction Centrale de la Securite des Systemes d’Information)

. BSI(Bundesamt fur Sicheit in der Informationstechnic)
. DSD (Defense Signals Directorates)
. KISA (Korea Information Security Agency)
14
1.4.1.
Web
e  http://www.cryptrec.jp/ (CRYPTREC)
e  http://www.ipa.go.jp/security/ (IPA)
e  http://www.cosic.esat.kuleuven.ac.be/nessie/ (NESSIE)

e  http://www.iso.org/iso/en/stdsdevelopment/tc/tclist/ Technical CommitteeDetailPage.Tech
nicalCommitteeDetail?COMMID=1 (ISO/IEC JTC 1/SC 27)

e  http://ts.nist.gov/ts/htdocs/210/its.htm (NIST)

e  http://www.cse-cst.gc.ca/index-e.html (CSE)

e  http://www.dsd.gov.au/infosec (DSD)

e  http://www.cesg.gov.uk/ (CESG)

o  http://www.ssi.gouv.fr/fr/dcssi/ (DCSSI)

e  http://www.bsi.de/bsi/index.htm (BSI)

e  http://www.cyberprivacy.or.kr/privacy.html (KISA)
1.4.2.

o NIST(National Institute of Standards and Technology)

. CSE(Communications Security Establishment)

° CESG(Communications-Electronics Security Group)

. DCSSI(Direction Centrale de la Securite des Systems d’Information)

° BSI(Das Bundesamt fur Sicheit in der Informationstechnic)

. DSD(Defense Signals Directorates)

° KISA(Korea Information Security Agency)
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OMB, AES, FISMA, AES FIPS
NIST-STG, RSA FIPS 140-1/-2
NSA-CSS
CSE-ITS, CASTS5, MITS CAST5 FIPS

cioB El-Gamal

CESG AES, e-GIF AES CAPS

DSA
DCSSI RSA-OAEP, PRIS AES ADELE
SHA-256 (
BSI AES, SAGA AES
ECDSA
DSD AES, ACSI-33 AES
DH
NIS,NSR], SEED, NIS SEED
KISA,ETRI ARIA
2.2
°
KISA
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CRYPTREC

ISO/IEC

EU
FIPS Federal Information Processing Standards

G2G Government to Government G2C
Government to Consumer
G2G
G2G G2C
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1.1.

1.1.1.

COCOM

OECD

1997 6 G8

1.1.2.

1994 3
COCOM

1 Cryptography Policy Guidelines,

1997

http://www.oecd.org/document/11/0,2340,en_2649 201185 1814731 1 1 1 1,00.html
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Arrangement 12

40

1.1.5.

ISO TC 68

ISO

1990

The Wassenaar

ISO 8730

ISO 8731

ISO 8732

I1SO 9564-1 PIN

I1SO 9564-2 PIN

I1SO 9992 IC

I1SO 10126-1

ISO 10126-2

I1SO 10202 IC

ISO 11131

ISO 11166-1

ISO 11166-2

RSA

ISO 13491

http://www.mofa.go.jp/mofaj/gaiko/arms/wal/index.html

4 http://www.imes.boj.or.jp/japanese/zenbun99/yoyaku/kk18-2-3.html
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1.1.4. AES

1977 DES 56 64

NIST

128
DES NBS NIST
NIST
AES
2000 10 2 IBM, RSA, Counterpane
Rijndael AES(Advanced Encryption Standard)
AES FIPS:Federal Information Processing Standards
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2001 4 FIPS 197 NIST AES

1.1.5. EU
3
CEN (Europian Standadization Organization)?
CENELEC (Europian Committee for Electrotechnical Standardization)?
ICTSB (Information and Communications Technologies Standard Board)*
ICTSB NESSIE
EU 1999

NESSIE New European Schemes for Signatures, Integrity, and Encryption 1ST-1999-12324
5

NIST AES
MAC
2000 3 2001 6 2001 7 2003 3
e  Algorithmic Research ( )
e  Amtec SpA ( )
e  Baltimore Technologies ( )
e  Cryptomathic ( )
e  Deutsche Telekom AG( )
e  Entrust Technologies ( )
e  Ericsson Radio System AB ( )
o  Europay International ( )
o  Gemplus ( )
e  Hewlett-Packard Laboratories ( )

1 AES: Who won?, Discover the results of the Advanced Encryption Standard contest
http://www.javaworld.com/jw-10-2000/jw-1027-aes.html

2 CEN

http://www.cenorm.be/cenorm/index.htm

3 CENELEC

http://www.cenelec.org/Cenelec/Homepage.htm

4 ICTSB

http://www.ictsb.org/

5 NESSIE, New European Schemes for Signature, Integrity, and Encryption
https://www.cosic.esat.kuleuven.be/nessie/
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o Isabel ( )

e KPN Reseach ( )
e NDS( )
o Nokia ( )
e  Oberthur Card System ( )
o RSA Laboratories Europe ( )
e  Security Design International ( )
e  STMicroelectronics ( )
e SWEFET. ( )
e  Telenor Research ( )
e  Telsy Elettoronica SpA ( )
e  Thomson CSF ( )
e Utimaco ( )
e  \odafone ( )
o Zaxus ( )
NESSIE NESSIE security report !
o 64 MYSTY1
o 128 AES Camellia
e 256 SHACAL2
[ ]
o Whirlpool SHA-256 SHA-384 SHA-512
o UMAC TTMAC EMAC HMAC
. PSEC-KEM RSA-KEM ACE-KEM
NESSIE ISO/IEC 18033

1.2. ISO/IEC JTC1

ISO/IEC 1JTC 1 SC 27
SC 27

1 NESSIE security report, Deliverable Number D20
https://www.cosic.esat.kuleuven.be/nessie/deliverables/D20-v2.pdf

2 |SO/IEC JTC 1 SC 27 — IT Security Techniques, IEEE Computer Society
http://ieeeia.org/iasc/iso.html
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JTC 1/SC 27

SC 27

1)
2)
3)
4)
5.)
6.)
7)

(17)

(2)
®3)

1 ISO/IEC 18033-1

3 Official Internet Standard

31

11

42
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ISO/IEC JCT 1/ SC 27

(2006

20

ISO/IEC 9796-2:2002

ISO/IEC 9796-3:2002

ISO/IEC 9797-1

ISO/IEC 9797-2

ISO/IEC 9798-1

ISO/IEC 9798-2:1999

ISO/IEC
9798-2:1999/Cor1:2004

ISO/IEC 9798-3

ISO/IEC 9798-4

ISO/IEC 9798-5

ISO/IEC 9798-6

ISO/IEC 9979

ISO/IEC 10116:1997 N-
ISO/IEC 10116 N-
ISO/IEC 10118-1

ISO/IEC 10118-2 N

ISO/IEC 10118-3 2004

ISO/IEC
10118-3:2004/Amd1

ISO/IEC 10118-4:1998

ISO/IEC 11770-1

ISO/IEC 11770-2

ISO/IEC 11770-3

ISO/IEC 14888-1

ISO/IEC 14888-2

ISO/IEC 14888-3

ISO/IEC 15946-1

ISO/IEC 15946-2

ISO/IEC 15946-3

ISO/IEC 18033-1

ISO/IEC 18033-2

ISO/IEC 18033-3

ISO/IEC 18033-4
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1.3. ISOC-IETF

2006
20

77

IETF

1

IETF ISOC
IETF

Proposed Standard Draft Standard
Internet Standard 66
1030

TLS (Transport Layer Security)

ESP (Encapsulating Securiy Payload)

IKE (Internet Key Exchange)

SNMP (Simple Network Management Protocol)
CMS (Cryptographic Message Syntax)

X.509 (Internet X.509 Public Key Infrastructure)
SIP (Session Initiation Protocol)

DES Triple DES AES SHA- Camellia Diffie-Hellman
RFC 3 :
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RFC

TLS

RFC 4279

TLS

ESP

RFC 4305

(ESP9 (AH)

RFC 4309

AES ESP

RFC 4312

Camellia ESP

IKE

RFC 3526

IKE)

(MODP) Differ-Hellman

Moduler Exponential

RFC 4307

IKEV2

3DES-CBC, SHA1

RFC 4308

IPsec

DES3-CBC, HMAC-SHA1, 1024 MODP

SNMP

RFC 3826

SNMP AES

CMS

RFC 3537

DES3

AES

RFC 3602

AES-CBC

IPsec

RFC 3657

Camellia

RFC 3852

X.509

RFC 3279

PKI

ASN.1

RFC 3280

PKI

RFC 4055

RFC 3279

SIP

RFC 3853

(SIP) S/MIME _ AES
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2.1.
2.1.1.
The “E-Government Act of 2002” (H.R. 2458/S.803) 2002 12 17
2003 4 Public law 107-347
25 President Management Agenda [PMA]
OoMB
2005

2

3
PMA 25
2005 9

. 26 15%

e 50%

e 35%
26 23 OMB

SmatBUY 2005 97%
) Internal Revenue Service Free File 510
2005
° E-
2005 160
o 2005 1500
[ ]
2005 880
80
° E- 26

2004 7



OMB E-

° E- E-
[ ]
) PKI —BATS( Bomb Arson Tracking System)
[ ]
2.1.2.

OMB Office of Management and Budget'

e OMB

. OMB 2002 FISMA Federal
Information Security Management Act

DHS Department of Homeland Security?

o 15
o Homeland Security Presidential
Directives [HSPD] IT 2004 8
HSPD-12
PKI
OMB

NIST ( National Institute of Standards and Technology®

. IT IT

. NIST
NIST 15

STG(Security Technology
Group)

NSA/CSS (National Security Agency/ Central Security Service?)

1 http://www.whitehouse.gov/omb/
2 http://www.dhs.gov/dhspublic/

3 http://www.nist.gov/

4 http://www.nsa.gov/
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2.1.3.

2.1.4.

FIPS
ISO/IEC

2.1.5.

2.1.6.

Entrust
GetAccess

NSA

NSA STG
ISO/IEC
ISO/IEC
FIPS
ISO/IEC
ISO/IEC
FIPS  1SO/IEC
ISO/IEC

AES ISO/IEC 18033-3

FIPS

25



Entrust

VeriSign
VeriSign’s managed PKI

2.1.7.
CygnaCom (Entrust  100% )
Entrust VeriSign HP IBM Trust Authority PKI
PKI
Enspier Technologies
ORC (Operations Research Consultant)
2.2.
2.2.1.
NIST STG Security Technology Group *
STG
NSA National Security Agency
STG NSA STG
STG NSA NSA
STG STG
Security Technology Group (STG)
1 STG

http://csrc.nist.gov/pki/
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STG PKI
STG NIST
3
CSD  NIST
ITL DoC
STG
>
>
>
>

2.2.2.

NIST

5

ITL
(TA)

(Federal Information Security Act 2002 )

>

NSA

DC
15
2004 8
NSA
FIPS 140-2

PKI

IT

STG CSD 4

PIV FIPS 201

ECC

FIPS 140-3

2005

SHA-1

CSD

10

CSD

STG FISMA
FISMA

12

STG
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. NIST

e ANSI American National Standards Institute IETF |IEEE

STG AES
AES

1997 NIST AES

e STG 128
128 192 256
. NIST AES
[ ]
[ ]
. NIST 5
. 5 NIST
AES
. NIST FIPS
[ ]
FIPS 201 PIV
e 2004 8 12
NIST 6
e 2004 9 PIV PIV
) 4 1
[ ]
[ ]
o
. 90 1900
. 2005 2
NIST
. FIPS
) SP Special Publication 800
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e CMVP

. CMVP

NIST DES SHA-1 FIPS 171( ANSI X9.17
DES
NIST
e NBS (National Bureau of Standard NIST) 1977 DES
e NSA 1990
Martin Hellman DES
. NIST 1997 DES
DES 1998

e DES AES 2001

e 2004 9 DES Federal Register

e 2005 5 NIST DES

o

DES Triple DES
AES
2005 5 2007 5
DES
DES FIPS 140-2 Annex A

2.3.
2.3.1.

e FISMA 2002! NIST

e OMB A-130 Appendix 2

[ )

e NIST

1 http://csrc.nist.gov/policies/FISMA-final.pdf
2 http://www.whitehouse.gov/omb/circulars/al30/al30trans4.html
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GSA General Services Administration !

° GSA
NIST
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
NIST
e CMVP
e NIAP 2
GSA
° IT IT
E_
[ ]
[ ]
> E-Offer
>
> GSA
NIST
e OMB
° FISMA
2.3.2.
e AES

1 http://www.gsa.gov/Portal/gsa/ep/home.do?tabld=0
2 NAIP/
http://niap.nist.gov/
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PKI

2.3.4.

2.3.5.

Triple DES
Skipjack

MAC
HMAC

DSA
RSA
EC-DSA

SHA-224/-256/-384/-512 SHA-1

Pitney Bowes Cygnus X-1
Triple DES ECDSA DSA SHA-1

USPS

Entrust Authority PKI
ECDSA

PKI
GSA

PKI

PKI
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2.4,

2.4.1.

ANSI ISO/IEC

InterNational Committee on Information Technology Security *

ANSI  ISO/IEC ISO/IEC JTC 1/SC 27
INCITS  NIST CSD
L]
. ANSI
. WTO  TFT
L]
. NIST CSD STG
ANSI
e CSD ISO/IEC
e INCITS CS1  ANSI
INCITS CS1 NIST
°
. WTO TFT

ISO/IEC 19790
ISO/IEC 19790  FIPS 140-2 FIPS 140-2

1 INCITS
http://www.incits.org/

32

ANSI
ANSI INCITS

ISO/IEC

IETF IEEE
ISO/IEC JTC 1/SC 27

SC27

ISO/IEC



2.4.2.

NIST CSD
ISO/IEC
FIPS 140-2  ISO/IEC
e ISO/IEC
e [SO/IEC
e EMIEMC FCC
e ISO/IEC RNG
NIST
e INCITSCS1 SC27

e |ISO/IECIJTC1
e |ISO/IEC 19790
e |SO/IEC 19790 Derived Technical Document

IETF
e |ETFSEC IP S/MIME, X.509
e |ETF SEC PKI X.509

|EEE
e P1700
o 80211
2.4.3. ISO/IEC
2.5.

2.5.1. Entrust

Entrust

ID PKI,
Cygnacom

. PKI

PKI

PKI
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» 1D PASS
>
>
>
>
SHA-
NIST CSE
. 2005
e  GSA (General Service Administration) ID
. PKI
e  TruePass 2006 772,000
° 74
. ECGateway™  PKI
e-Pass
[ ]
ISO/IEC
ISO/IEC PKI FIPS, IETF, ANSI,
ISO/IEC

ISO/IEC
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2.5.2. Certicom

1800 Alexander Bell Dr Suite 400 Reston, Verginia 20191, USA

CcC
FIPS
NIST CSE
o FAA Certicom Trustpoint/CA Trustpoint/PKI Portal
o NSA Certicom
o GSE FIPS-140-2

OS  Windows CE
Sierra Wireless ~ Certicom’s movian VPN™
\Voq Mail Pro

Certicom Certicom  MQV
SP 800-56 Certicom
ECDSA  FIPS186-2 3

ISO/IEC
ISO/IEC IETF  ANSI

PALM

NIST
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3.1.
3.1.1.
2004 GOL Government-Online 4
GOL
GOL 2005
2004 GOL 130
GOL
) Web Record of Employment
2004 8,000 46
o (Receiver General Buy Button)
265,000
20
o 2003
2007 70
PWGS

3.1.2.

! ITS Information

e CSE Communications Security Establishment
Technology Security

e CIOB (Chief Information Officer branch?)

ITS
ITS

1 http://www.cse-cst.gc.ca/
2 http://www.ciob.org.uk/ciob/siteRoot/Regional/Branches/Canada/default.aspx?bid=40&bname=Canada
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CSE
ITS
ClOoB
IT IT
CloB 16
3.1.3.

GOL
e PKI
[ )
[ ]
[ ]
[ )
e PKI
o GOL PKI,
o PKI
e ePass GOL 85%
[ ]
. (HRSD: Human Resources and Skills Development)  ePass
. ePass
. Canada Revenue Agency  ePass
. ePass ID
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3.1.4. ISO/IEC

GOL ISO/IEC
) ISO/IEC
[ ]
FIPS ANSI
ISO/IEC CSA Canadian Standard
Application CSA ISO/IEC JTC1/SC 27 CAC-ITS

(Canadian Advisory Committee’)

3.1.5.
TEAM BCE
o BCE
e CGI
. Entrust : PKI
PKI TruePass
. ITS IT FIPS
. FIPS 140-1/-2
[ )
4 (National Master Supply Arrangement)
» AEPOS Technology Corp
» CGI Information Systems and Management Consultants
»  Cinnabar Networks
» TRM Technologies

Chrysalis-ITS Inc.

ViaSafe

Admiral Secure Products

Eracom Technologies Group ( SafeNet

)

VV VY

1 http://www.scc.ca/en/nss/success_stories/storydetails_10.shtml
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o OCIPEP (Office of Critical Infrastructure Protection and Emergency Preparedness)®

FBI

1

» SafeNet (
» nCipher
» Pointsec Mobile Technologies (
» Kasten Chase Technologies
»  WinMagic ( )
» Cisco (e-
» Logistics Software Corp (e-
EDI
» Okiok (e-
3.2.
3.2.1.
° B CioB
o CSE ITS
ITS
o RCMP Royal Canadian Mounted Police
o PWGSC (Public Works and Government Services Canada)®
CIOB
ClOB IT IT

IPSP( Information, Privacy, and Security Policy
EAS (Enterprise, Architecture and Standards)

Technology Security

IPSP

e ITS

1 RCMP
http://www.rcmp-grc.gc.ca/index_e.htm

2 PWGSC
http://www.pwgsc.gc.ca/text/index-e.html
3 OCIPEP
http://www.psepc-sppcc.gc.ca/abt/in-en.asp

Information
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CIOB 9

IPSP MITS Management Information Technology Security
[ ]
[ )
EAS
. IT
[ )
[ ]
CIOB 9
ITS
ITS CSE
[ )
[ )
[ )
[ ]
[ )
e ITS CSE CSE

40

CSE
NSA (National Security Agency)

PKI

CMVP

NIST

CSE



CSE 1964 CBNRC (Communication Branch of the National Research Council)

1975 CSE ITS
2001 Anti-terrorism Act in 2001
CSE

Ottawa, Ontario, Canada

1450
$200

3.2.2.

2005 9

CioB ITS
ITS
CloB ITS

ITS

FIPS 140-1/-2
CcC
Entrust
ISO/IEC

ITS
CiOB
ClOoB

ITS

ITS

> ITS

> ITS COMSEC
FAQ

> T CSE

> TS
» ITS ITS

ITS
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3.3.

3.3.1.

. MERX !

[ )
MITS ISO/IEC 15408 ( )

MITS C
CSE
CSE
PKI
PKI PWGSC®
PKI Entrust PKI
3.3.2.
Canada’s Legal and Policy
Framework for Government On-line * FISMA
MITS (Management of Information Technology Security)
FISMA 2002
CSE 2003 4 1
ITSA-11(b)

DES 2005

o . AES 128, 192, 256 Triple DES CAST5( 80,

128 ) SKIPJACK

° RSA KEA Diffie-Hellman

o RSA DSA El-Gamal ECDSA

o SHA-1, SHA-224/-256 /-384 [-512 ( SHA-1 2008

o HMAC
1 MERX

http://www.merx.com/English/nonmember.asp?WCE=Show&TAB=1&State=1&hcode=DSmmOnI5zU6FV;jU
16CWLSQ%3d%3d

2 http://www.pwgsc.gc.ca/text/index-e.html

3 http://www.solutions.gc.ca/pki-icp/gocpki/frame/frame00_e.asp
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. RSAES-PKCS1-vl_5 RSAES-OAEP
. RSASSA-PKCS1vl 5 RSAES-PSS

3.3.3.

PKI Entrust Entrust
ISO/IEC

ACOA Atlantic Canada Opportunities Agency

2006 PKI
[ ]
3.4.
3.4.1.
ISO/IEC JTC 1 SC27 IT SC 37
SC 17
SC27
[ ]
CSE CMVP
[ ]
CASTS SKIPJACK CAST5  Entrust
Entrust CAST5
CAST5 FIPS 140-2 SKIPJACK NSA
NIST NSA
NIST NSA
NSA  SKIPJACK NIST NIST AES

SKIPJACK CASTS
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ISO/IEC ISO/IEC

3.4.2.
ISO/IEC
ISO/IEC JTC 1/SC 27 CAC-ITS Canadian Advisory Committee for Information Security
Alice Sturgeon (EAS )
SC 27
e WGl ISO/IEC TR 13335 ISO/IEC 17799

e WG2 ISO/IEC 18031
e WG3: ISO/IEC TR 15443-1/-3

. IETF
PKI X509, IETF PKIX ISO/IEC
. FIPS NIST FIPS 140-2

ITU-T IETF ISO/IEC
ITU-T
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4.1.

4.1.1.

Cabinet Office
e-Government Unit; eGU * IT

e-Delivery Team (EDT)
EDT  Direct.gov.uk
the Government
Gateway secure transaction hub ?

2001 2
25 100
[ ]
[}
[ ]
o DTI
[ ]
eGovernment Observatory
3
2004
Eurostat Online Availability of Public Services: How is Europe progressing *
25 EU
45
3 1 45%
27% 11%
5 1
7 3

1 http://www.cabinetoffice.gov.uk/e-government/

2 http://www.gateway.gov.uk/

3 http://europa.eu.int/idabc/en/chapter/417/

4 http://europa.eu.int/information_society/soccul/egov/egov_benchmarking_2005.pdf
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2005 11
(Transformational Government - Enabled by Technology) *

4.1.2.
Central Sponsor for Information Assurance CSIA) Home Office ,
National Infrastructure Security Co-ordination Centre NISCC)
National Hi-Tech Crime Unit NHTCU) Department of Trade
and Industry DTI) Communications-Electronics Security Group
CESG)? CESG Government Communications Headquarters
GCHQ)

CESG Gloucestershire Cheltenham

IT
IT
ITSEC IT
Certification Body CESG
1997
CESG Assisted Products Scheme CAPS 2
CAPS
4.1.3.
CESG 2005 9 eGIF

e-Government Interoperability Framework) ~ Technical Standards Catalogue, Version 6.2*

1 http://www.cio.gov.uk/

2 http://www.cesg.gov/

3 http://www.cesg.gov.uk/site/caps/index.cfm

4 http://www.govtalk.gov.uk/schemasstandards/egif _document.asp?dochum=957
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. —Triple DES AES (FIPS 197) Blowfish

. —RSA DSA DSS (FIPS 186-2)
o —RSA DSA
. —SHA-512, SHA-256 (FIPS 180-2) SHA-1
MD5
CESG
CSIA
Catalog V6.2 ISO/IEC 7816-8  ISO/IEC 7816-9
ISO/IEC 7816-11 ISO/IEC 7816-15
2004 1 “Security Standards for Smart
Cards Issue 1.1
o FIPS 140 FIPS
140 DES Triple DES AES
. CESG Assisted Products Scheme (CAPS)
CESG
CESG Triple DES
AES TETRA TETRA
. —CESG FIPS 180-2
DSA RSA ECDSA 3
. —FIPS 180-1/-2, Secure Hash Stand (1995) SHA-1 (160 )
CESG
° —CES Diffie-Hellman  MQV
° —CESG FIPS 186-2 FIPS 140-2
o —FIPS 196 ISO/IEC 9798  Kerberos Network Authntication
Service (V5) RFC 1510
4.1.4. ISO/IEC
CESG Assisted Products Scheme (CAPS) 21
CESG
CAPS
PC
CAPS
CESG HMG
Infosec Standard No. 4 4 IS4
CESG

1 http://www.govtalk.gov.uk/schemasstandards/egif document.asp?docnum=839
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Directory of Infosec Assured Products 2005 April

4.1.5.

CESG ISO/IEC

e |ISO/IEC 9798
e ISO/IEC 7816-8
e |ISO/IEC 7816-11

4.1.6.

Sun Software AG
Thales CAPS

Geo Trust Europe  Equifax UK

4.1.7.

4.2.

4.2.1.

CESG

ISO/IEC

ISO/IEC 7816-9

ISO/IEC 7816-15

BT Syntegra Logica ICL

Gloucestershire

Government Communications Headquarters

CESG

CESG

CESG

CESG

1 http://www.cesqg.gov.uk/site/publications/media/directory.pdf
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Secure Mark

IBM

Cheltenham
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CESG

e CESG

CAPS(CESG Assisted Products Scheme)
CAPS
CAPS CESG

GCHQ £800M 4,000
CESG

4.2.2.

e-GIF(e-Government Interoperability Framework)"
Security Framework

Documents CESG Infosec Standards and

Memoranda HMG Infosec Standard No 4

CESG CESG Applied Security Technologies
2 2000

e PKI Public Key Infrastructures

PKC(Identifier-Based Public Key Cryptography)

1 e-GIF
http://fen.wikipedia.org/wiki/E-GIF
2 http://www.cesg.gov.uk/site/ast/index.cfm?menuSelected=0&displayPage=0
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CESG NIST  FIPS FIPS

4.3.

4.3.1.

2002 9 Security: e-Government Strategy Framework Policy and Guidelines \Version
4.0

accreditor

4.3.2.

e-Government Interoperability Framework (eGIF)
Security Framework Documents

2005 9 e-Government Interoperability Framework (eGIF) Technical
Standards Catalogue, Version 6.2

Triple DES, AES (FIPS 197), Blowfish

RSA, DSA, DSS (FIPS 186-2)

RSA, DSA

SHA-512, SHA-256 (FIPS 180-2)

SHA-1, MD5

CESG
Blowfish  TripleDES
CSIA(Central Sponsor for
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Information Assurance)

4.3.3.
CESG 0 3
HMG Infosec Standard No. 4
0 1 2 FIPS-140-2
3
CESG CESG NIST
CESG CESG

CESG Information Assurance and Certification Services (IACS)
CESG Assisted Products

Scheme (CAPS) IACS CAPS

CAPS

CESG
CESG
CAPS CESG
CAPS
2 FIPS 140-2
CAPS !

e ALBERCOR

e ANWELL

e BEDERAL
e BRENT2

o CAPTAIN

e EUGENIC

« HANNIBAL
e |IPCRESS

e PRITCHEL

¢ RAMBUTAN

e SETERA Secure GSM

e SHELLEYAN II

e  SYMONS(SHELLEYAN III)
¢ THAMER

1 http://www.cesqg.gov.uk/site/publications/media/directory.pdf
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4.3.4.

1990

Common Criteria CC)
assurance ITSEC
IT
Commercial Evaluation Facilities CLEF

UK Accreditation Service :UKAS)

CLEF

CESG Assisted Products Scheme CAPS

CAPS
4.3.5.
ISO/IEC
NIST
4.4,
4.4 1.
CESG

o ISO/IEC 9798
e ISO/IEC 7816-8
e ISO/IEC 7816-11

ISO/IEC 7816-9
ISO/IEC 7816-15

ISO/IEC
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IT

ISO/IEC 15408

CESG
CSEG
5
CESG
CAPS
CAPS
CESG

ISO/IEC 19790

CESG

CESG
NIST



ISO/IEC19790
CESG

4.4.2.

ISO/IEC

4.4.3.

CESG ISO/IEC 9798

JTC 1/SC 27

ISO/IEC
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5.1,
5.1.1.
10
Online Availability of Public Services
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Source: Online Availability of Public Services: How is Europe Progressing, October 2004, Cap Gemini (Exhibit 1)

EU IDABC Interoperable Delivery of European eGovernment Services to public Administrations,

Business and Citizens

2006 11

2004 2007

of Electronic Administration 2006 1
Générale de la Modernisation de I’Etat
(ADministration, ELEctronique)?
ADELE 2004 2

1 http://europa.eu.int/idabc/en/chapter/140
2 http://www.adae.gouv.fr/adele/
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2004 2006 2007
20% 50% 66%
15% 50% 100%
30% 66% 75%
60% 75% >85%
ADELE 18 2007 50 70
140
(PSAE)
‘ > SESAM-Vitale
Carte Vitale
1998 2004
e Copernic
/

ADELE tax portal*

Copernic 54
2005 280

2004 2

e Accord

e Helios

e  Mon.Service-Public.fr

ADELE Service-public.fr

2006

5.1.2.

1 http://www.impots.gouv.fr/
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DCSSI (Direction Centrale de la Sécurité des Systemes
d’Information Central Division for Information Systems Security)' 2001 7 31
DCSSI SCSSI

5.1.3.

ADELE

e Carte Vitale

e  Copernic /

e  Electronic national identity card (CNIE); 2006

e  Administrative Services Card (Daily Life Card, Carte Vie Quotidienne),

5.3.2

5.1.4. ISO/IEC

DCSSI

5.1.5. ISO/IEC

ISO/IEC
5.14

5.1.6.

e Carte Vitale
Schlumberger ST Microelectronics PKI

1 http://www.ssi.gouv.fr/en/dcssi/index.html
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ST Microelectronics RSA

e  Copernic /
Thales Copernic
Bull EADS Telecom
5.1.7.
e ATOS Origin
ATOS S Copernic
Copernic France Telecom Accenture Steria
e  France Telecom
France Telecom Sesame-Vitale
5.2.
5.2.1.
DCSSI (Direction Centrale de la Sécurité des Systemes d’Information Central Division for
Information Systems Security) 2001 7 31 SCSSI
1
[ ]
DCSSI
>
>
DCSSI
(CESTI)
>
(CERTA)?
>
>
>
(CFssI
)3

1 http://www.ssi.gouv.fr/en/dcssi/index.html

2 http://www.certa.ssi.gouv.fr/
3 http://www.formation.ssi.gouv.fr/
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DCSSI SGDN !

Premier ministre

SGDN
353 personnes
PSE AIS SP-CIR DCSSI IE TTS DAG
Dirsction de l2 Drracsion des Secretanizt Direction Has Dlirpction Dhirsction
Protsctios of de Affainas permaneet dn Canirala de la respozsabie des technologie: dal’
In Bacurind da Intar=atiomalas et Sapumind ot des chargs du at ramsfaris Admrinizration
1Bzt at Stranigiquas imeemmschanal Sywitenss I"intallizencs secsdbles Hnsmals
du d'Tnformation dcomcanique
TRCEaLTTament 110
PEr=0NNEs

Seerétariat général de la défense nationale |

R oo
Directian I
—

I Centre de formation I
Cammunication — an 33}

A SDir ‘I‘IEN?EE[:{H'E et
L L OPERATIONS |~ pcpnions

Fdations Technologies de
— Interrationales _ CERTA == linformation
— Réglementztion — i
a Conseil en S5l Y Crypiographis
— Cerlification —  Audts en 55|
Signaux
Relatiors Cryplolegie cempromettants
Ind.istreles N gppliquie
°
DCSSI
DCSSI
DCSSI
DCSSI

1 http://www.premier-ministre.gouv.fr/fr/
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1999 DCSSI ITSEC 6 CC EAL

European
agreement(SOG-I1S)
1999
[}
DCSSI 2001
SCSSI (Central Service for Information Systems Security)
1986
SCSSI SCSSI
SGDN
1996 SCSSI SGDN SGDN
1998
SCSSI SGDN
SCSSI SGDN 1
DCSSI 2000 2001
°
DCSSI SGDN 1
Secrétariat general de la defense nationale
DCSSI
51, boulevard de La Tour-Maubourg
75700 Paris
[}
DCSSI 110
2005 11
°
2005 SGDN 5,300
SGDN 353 DCSSI 110
DCSSI 1,700
DCSSI
[}
Pays Certificats Certificats 2005 {prévisionnel) Mombre de | Effectif du Centre
2004 CESTI de Cerification
France 36 43 9 ]
Allemagne 28 40 13 20
Rovaums-Uni 12 8 a fin octobre 5
Etats-Unis 27 35 a debut octobre, 1564 en cours 10 30 en 2002
Canada ] 9 a debut aout 3 4
Coree 20 16 & fin octobre 1 7
2004 36 25 8 protection
profiles 3 1
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5.2.2.

ADAE DCSSI CGTI (General Council for Information Technologies)*
carte vitale

(PRIS, Politique de Reference Intersectorielle de Securite, or Intergovernmental Reference Policy for

Security) 2003 2005 7
ADELE BSI
PRIS 2
ADAE DCSSI

2004 3 2005 7

2005 6 AdmiSource
2004 11 “Cryptographic Mechanisms” SGDN/DCSSI
PRIS V2

PRIS V2 protection profiles (processes of evaluation, cryptography)

AFNOR (French Standards Body)® CEN (ESSIE for Electronic Signatures)*
ETSI European Telecommunications Standards Institute °
DCSSI “Cryptographic Mechanisms”
1

CEN ETSI
CEN ETSI
EESSI European Electronic Signature Standardisation Initiative )°
CWA (CEN Workshop Agreement)

14169-2004 the protection profiles cc BSI
ETSI ETSI SR 002 176 v1

(2003-03)

5.3.

5.3.1.

1 http://www.cgti.org/

2 http://www.adae.gouv.fr/article.php3?id_article=547
3 http://www.afnor.fr/portail.asp?Lang=English

4 http://www.cenorm.be/cenorm/index.htm

5 http://www.etsi.org/

6 http://www.ict.etsi.org/EESSI_home.htm
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2005

DCSSI

PRIS

5.3.2.

12

1

14

DCSSI

PRIS

PRIS

PRIS

PRIS V2

SI

PRIS

PRIS

DCSSI

PRIS

ADAE DCSSI

PRIS

PRIS

PRIS

12

PRIS
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ADAE/DCSSI PRIS V2 “ Cryptographic

Mechanisms” PRIS V2
PRIS V2
DCSSI (produits_certifies_en.pdf )
ADELE
(2004-2007) PRIS
[ )
“Cryptographic Mechanisms” PRIS V2 DCSSI
[ )
1 2010 80
2 2010 100
3 128
56 DES
128 AES 3>=56 TripleDES TDEA
112 2 168 3
AES 128 Triple DES 64
DCSSI 64
a 64
b 128
DCSSI 2
2010 2%
. 2010 210
DCSSI
FIPS 197 AES
Triple DES DCSsSI 64
[ ]
DCSSI
DCSSI
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1 2010
2 2020
PRIS V2
DCSSI

3
4
DCSSI

1,024
1,024
secret exponent
public exponent
2010

RSAES-OAEP (PKCS #1 V2.1)

DCSSI

1,536

DCSSI
1 2010
2 2020
3 2010
4 2010
DCSSI

DCSSI

P-384 P-521

DCSSI
RSA
1,024
2,048

DCSSI

1,536
2,048
2008
2% = 65,536
2,048
DCSSI
1 4

p

prime modulus 1,536
prime modulus 2,048
the subgroup size 160
the subgroup size 256
2010 2,048
DSA
PRIS V2 DSA DH Diffie Hellman)
DCSSI FIPS 186-2 P-256
RSA 1,024bits ou 2,048bits  (2)
2,048bits
DSA 1,024bits =160 ou 2,048bits q=256(2)
2,048bits  g=256
ECDSA(typeGF(p)) g=160 ou g=256 q=256(2)
Hachage SHA(1) SHA-1 SHA-1
(160bits) (160bits)
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RSA 1,024 2008/12/31

DSA or DH, 1024 bit length (q = 160)  2008/12/31
ECDSA (or ECDH) q 160  2008/12/31
*2008/12/31
**2009/1/1 PRIS V2
[ ]
“Cryptographic Mechanisms” DCSSI
2010 160
2010 256
PRIS V2 DCSsSI FIPS 180-2 SHA-256
[ ]
DCSSI CBC-MAC AES
2 CBC-MAC
DCSSI DES (2 ) CBC-MAC
5.3.3.
513 ADELE
e Carte Vitale
2000 RSA ISO/IEC 9796 768 PKI
Schlumberger ST
Microelectronics
2004 A3S
TripleDES PKI 1,024 2,048
e  Copernic /
Thales Copernic
RSA SHA-1 ECD-DSA DH IETF
RFC 3280 IETF RFC 3279
e  Electronic national identity card CNIE

2006

o  Administrative Services Card (Daily Life Card, Carte Vie Quotidienne)
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5.3.4.

ISO/IEC
5.2.2

5.3.5.
DCSSI
5.4,
5.4.1.
[}
PSSI(PSSI: Policy for Information System Security)
DCSSI
(ISO/IEC
15408 ISO/IEC 13335 ISO/IEC 17799)
1
o EESSI (European Electronic

Signature Standardization Initiative)

1 http://www.ssi.gouv.fr/fr/confiance/pssi.html
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o ITSEC

ITSEC CC
. ISO/IEC
5.3.2
. DCSSI ESSI ETSI SR002 176 (2003)
RSA DSA ECDSA SHA RIPEMD
ECGDSA 53.2
5.4.2.
ISO/IEC 19790 Security Requirement for Cryptographic Modules)
DCSSI

AFNOR the French standard
organization

5.5.

5.5.1. SAGEM SAFRAN

2004 2
36 6,880 2005
Snecma Safran
Sagem
e Carte Vitale

° Keynetics PKI
Carte Vitale
Sagem 1
2000 RSA ISO/IEC 9796 768 PKI

Schlumberger ST Microelectronics

1 http://www.sagem.com/index.php?id=55&L=0
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2004
PKI

1,024

2,048

AES  Triple DES
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6.1.
6.1.1.
BundOnline 2005
13
Online Availability of Public Services
M m - JIgerermaimg,-'
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Source: Online Availability of Public Services: How is Europe Progressing, October 2004, Cap
Gemini

EU IDABC Interoperable Delivery of European eGovernment Services to public Administrations,

Business and Citizens)
1

2005 11
2000 9 BundOnline 20052
2005 2005 8 379

ELSTER:

BSV Direct:
BAfoG-Services Online:
Virtual Labour Market:

1http://europa.eu.int/idabc/en/chapter/140
2 http://www.bund.de/
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BundOnline BundOnline ‘ ?

“Virtual Post Office”

IBM
BundOnline BSI KBSt Coordination and
Advisory Agency for IT in the Federal Administration * SAGA(Standards and
Architectures for eGovernment Applications)
BundOnline Deutschland-Online 200
13,000 16 Deutschland-Online
BundOnline Deutschland-Online
Deutschland-Online BundOnline
SAGA 2
6.1.2.
BSI Federal Office for
Information Security 3
BSI IT Ministry’s Office of the IT Director BSI
IT
KBSt SAGA
BSI IT
IT IT
BSI 3 IT

1

BSI
6.1.3.

53.2
. . AES Triple DES
° :RSA

1 http://www.kbst.bund.de/nn_836802/Content/Home/homepage.html__nnn=true
2 http://www.deutschland-online.de/

3 http://www.bsi.de/english/index.htm
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. : RSA/DSA

o : SHA-256 SHA-512 RIPEMD-160
ELSTER IBM  Virtual Post Office ( BundOnline
)
6.1.4. ISO/IEC
6.1.5. ISO/IEC
513. 514
534 535
6.1.6.
e G&D , Secunet Security Networks AG ELSTER
. SECUDE IT Security GmbH  Electronic Legal Communication
SECUDE Gateway
e ELSTER Electronic Legal Communication BundOnline
6.1.7.

e IBM BundOnline ,
Virtual Post Office

e T-System
BEA WebLogic Portal
e Siemence Buisiness Service BundOnline 1 Materna
Lucom
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6.2.

6.2.1.
BSI Federal Office for
Information Security BSI
IT
The Ministry’s Office of the IT Director BundOnline 2005 KBSt
Coordination and Advisory Agency for IT in the Federal Administration
BSI BSI
KBSt IT
SAGA KBSt
BSI
[ )
BSI IT
BSI
IT
IT
BSI
[ )
IT
[ ]
BSI Division 2, Department 1
IT
BSI
EU NATO
[ )
BSI
o 1986 Central Cipher Agency
0 1987 Interdepartmental Committee for IT Security (ISIT)
o 1989 IT
o 1990 1989 6 IT 1990 12 BSI
o 2001 2001 8 1 BSI IT
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o 2003 2003 3 2002 11

Godesberger Allee 185-189, 53175 Bonn, Germany

BSI 2003 300
[ ]
BSI 2003 4,500
6.2.2.
BSI IT
1
SAGA v2.1 2005
9 v2.0 (2003 )
v.2.1 > SAGA
BundOnline 2005 imitative SAGA V2.0
SAGA
BundOnline
SAGA
IT
Deutschland-Online SAGA
SAGA BSI
SAGA IT SAGA
SAGA Mandatory Recommended Under Observation
e Mandatory
Mandatory
mandatory recommended standards standards under observation
standards under observation
Mandatory

1 http://www.bsi.de/english/themes/egov/3 _en.htm

2 http://www.kbst.bund.de/saga
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KBSt

SAGA

Recommended

Under Observation

“White list”

White Black Grey lists

SAGA
“Black list”
“Grey

6.3

6.3.1

SAGA 2.0
SAGA
SAGA

SAGA

SAGA

list”

BundOnline SAGA

“SAGA 7

SAGA

1 http://www.kbst.bund.de/Standards-Life-Cycle-,229/start.htm

mandatory
3
“Black list”
“grey list”
URL
SAGA

“Grey list”
“Black list”
Deutschland-Online
SAGA
SAGA SAGA
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BundOnline 2005

SAGA BundOnline Deutschland-Online
6.3.2
SAGA SAGA
2.0 2.1
[ )
SAGA  AES 128
TripleDES SAGA Triple DES 3>=<56
SAGA 2.0 2003 2.1 SAGA
AES v2.0 Triple DES “Mandatory”  AES “Under
observation” v2.1 AES  “Mandatory” TripleDES
“Recommended”
[ ]
SAGA
[ ]
/ SAGA 1,024 RSA
SAGA Diffie-Hellman
XML SAGA SAGA RSA
RSA (RSAES-PKCS  1-v1-5)
[ ]
SAGA RSA
[ )
SAGA DSA DSA
SAGA DSA EC-DSA EC-KDSA EC-GDSA
aNyberg-Rueppel Diffie-Hellman
[ ]
SAGA V2.1 SHA-256 SHA-512
SHA-1 XML SSL/TLS
SAGA 20 SHA-1 SAGA
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SHA

XML SAGA  SHA
RIPEMD-160 (160 )

SAGA XML
SAGA HMAC-SHAL ( ) (IETF RFC 2104)
6.3.3
3
e G&D Secunet Security Networks AG, ELSTER
° PKCS #7 PKCS #10 PKCS #11 PKCS #12
XMLDSIG
e IBM BundOnline Virtual Post Office

e SECUDE IT Security GmbH Electronic Legal Communication
SECUDE

6.3.4

6.3.5

53.1
KBSt backwards compatibility
“grey” SAGA
SAGA
SAGA SAGA
SAGA

. SAGA vy ° i Xy



. SAGA

SAGA

6.4.

6.4.1.

5.34 5.35

SAGA

6.4.2.

6.5

6.5.1 Secunet Security Networks AG

1

G&D Secunet Security Networks AG ELSTER

Secunet

Secunet

IT-SEC BS 7799

1 http://www.secunet.de/
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1999

2001
Secunet

XMLDS

1

1

1

1

ELSTER

PKCS #7 PKCS #10 PKCS #11 PKCS #12
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7.1

7.1.1.

o
1997 12 “Investing for Growth”
2001
“Electronic Transactions Act 1999” 2000 4
“Government Online Strategy” !

2001 FAX

2002 “Better Services Better Government”

o
2005 ‘ ? 3
2004 “E-Government Readiness Report”
6
2004 61
2004 11 42 2005 4 51
2004 AGIMO

AGIMO Australian Government Information Management Office 2

10 7

39 2002
21

16 10

1 http://www.agimo.gov.au/publications/2004/05/egovt_challenges
2 http://www.agimo.gov.au/
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90
1 e-Tax 1997
2004 12 80
7.1.2.
DSD Defence Signals Directorate !
DSD Department of Defence
DSD 2
Sigint
Infosec
DSD
AISEP Australian Information Security Evaluation Program 2
PKI
e-Commerce PKI
DSD ACSI-33 Australian Government

Information and Communications Technology Security Manual °

DSD ICT
7.1.3.
ACSI-33
1 e-Tax 1997
2004 12 80

1 http://www.dsd.gov.au/infosec/
2 http://www.dsd.gov.au/infosec/evaluation_services/aisep pages/aisep.html
3 http://www.dsd.gov.au/library/infosec/acsi33.html
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7.1.4. ISO/IEC

DSD ACSI-33

ECDH
7.1.5. ISO/IEC
DSD ACSI-33
RSA  DH
DSA  ECDSA
Triple DES TDEA
AES
DSD ACSI-33

DSD DACPs DSD Approved Cryptographic Protocols

CCRA Common Criteria Recognition Arrangement
1

7.1.6.

SecureNet Limited PKI /
/

ISO/IEC

ISO/IEC

FIPS-140

AISEP
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