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W22 B EORIEL . #0R U2 L7- ASR(AI-Subkeys Recovery) S | Z5@ I L T BT — X



U FIEEREZR L. FOX64/128, KATAN32/48/64, SHACAL-2 |2 HLT-, &KH-1z
*THEAE R AL TIRT,

54 i as KB/ R | IR UM RS AEVEMEE | T — SR
FOX64 128 7/64 21 2 2709
FOX128 256 7/64 21 2 2909
KATAN32 32 119/254 2m! 27! 144
KATAN48 48 105/254 2m! 27! 144
KATANG4 64 94/254 2m! 27! 142
SHACAL-2 256 42/64 2°% 2°% 2%

Improved Single—Key Attacks on 9-Round AES-192/256 [FSE 2014]
Leibo Li, Keting Jia and Xiaoyun Wang

BB IS S AES IZRFL, R{FRRIC DB ORIAIC £ 5T, AES-192 0
ARE FTAE LA O BICMIE LT, 7 — S5 Bid 2! OMBROT S, WSIAHSE s 2719, 22
FIE 1% 207,

Cryptanalysis of FIDES [FSE 2014]
Itai Dinur and Jeremy Jean

FIDES 3872 AES D B¢ BA%aF I L 7= 38 AEfF X H5 5 (Authenticated Encryption) Céh 5, /X
FTA=H ¢ HEFD | YA XY 80 B hd FIDES-80 (c=5)& 96 £ b FIDES-96 (c=6) 2 fifi
DD, i et &1L 16c By hDOEEEMA2 TIRL TV, AN SCTlE, guess—and—determine
TINFYZXLZE ST, 17 D3 2BE - 3CUI2 %% leaked nibbles EIEAME2 AU,
2% B OFH R E TR EZE L CEH a2 R LT,

3.2.2. BFSE 2014 »%FFRQ HE)

Impact of ANSI X9.24-1:2009 Key Check Value on ISO/IEC 9797-1:2011 MACs [FSE 2014]
Tetsu [wata and Lel Wang

Key check value(KCV)IZ., ANS X9.24-1:2009 @ Annex C |ZER#EX#17-. CBC MAC J& D%
F 7T B OEAE TH D, ARim LT, ISO/IEC 9797-1:2001 ([2H##SnCv\5 CBC
MAC J& 10 J7:Xd95H 5 7 (MAC2.1, MAC2.2, MAC3, MAC5(CMAC), MAC6.2) D% 41
N, KCV IZE- TR F 9528 /RLTZ, KCV & s BT AL Z MO T s/2 By
THD,

Plaintext Recovery Attacks Against WPA/TKIP [FSE 2014]
Kenneth G. Paterson, Jacob C. N. Schuldt and Bertram Poettering

WPA/TKIP 13 LAN OB 5t 7 ahald—>ThHY, ZaMEOIR F RS hs RC4
AL TWAN, S BIAfEbiILTu5, TKIP(Temporal Key Integrity Protocol) Tl
TKIP sequence Counter (TSC)&V ) 48 B RO AT Z—FIHEINTEBY ., Kig XTI
IZE B L, RICEXE SO R DHECHEE T AR EOKEN RSN, FHTLT7 —4 &
Z minimum & ideally D 2 FEFHIZ 431 F |, FEEROKBEITHN DRI AR Z T RO IDITFHHL 7=,



FEAR) — LK | TSC #l% | 7 — &/ | GHEFRFR]
(TSC #1Z&) (@7 xH%)
minimum | 2% 216 o1 21
ideal 210 216 2% 27

Dependence in [V-related bytes of RC4 key enhances vulnerabilities in WPA [FSE 2014]
Sourav Sen Gupta, Subhamoy Maitra, Willi Meier, Goutam Paul and Santanu Sarkar

RC4 ZHi 42 WPA 12X AEBEFEOKETIL, AN — A HARORVIZIER L TWAA,
ARG CTIEHEARN — AR OB B L, BHIE I WD O B Ge A FIE <02 SR 1E B
BOREME LT,

Improved Linear Sieving Techniques with Applications to Step—Reduced LED-64 [FSE 2014]
Itai Dinur, Orr Dunkelman, Nathan Keller and Adi Shamir

T ey VT D H ] BRI T I T T ELBE S8 ORI S 1A & BE A S SCHCEBR ISR
W] 8E72 splice—and—cut {E&ZFIH T2 HIEIRR UT-, fEIEE R &R 5 LED-64 (2@ HL .
BRI A 2 Wb D DOREBED R AL R LT, BEBROBMERE X T ROMY,

WEBEHAT | AT o7 5 | BEREMEE | 7 — XML | ATV
B — g 2 218 216 CP 216
H— g 2 21 2B Kp 2
B e g 3 2™ 2™ Cp 2%

Improved Slender—set Linear Cryptanalysis [FSE 2014]
Guo—Qiang Liu, Chen—Hui Jin and Chuan—-Da Qi

Ty 755 Maya % PRESENT (ZFEEL L7243 T, B D 4 b S-box MFIIHIHL T
5o L TlX, 7—V B HWAF LT S—box ZAVIAT FIEZ R U= BB LA R LT,
16 Beffi/ ISR 2 B TIL, 7 — XML 2% BERHEHERE 2'9, IZhE 87.5% ThH D,

Cryptanalysis of KLEIN [FSE 2014]
Virginie Lallemand and Maria Naya-Flasencia

KLEIN {Z RFIDSec 2011 TIEEIN-BEKE 5 C, KLEIN-64/80/96 @ 3 FEIE N D5, (EXK
DBEETIX, @ =7 NV ER=T VO OILHAENZEEFHA L, A TIL, =7 v
1EA (MixNibbles)IZ1E H U CHHEM 2R VAT B 21T o7, BT truncated 2 WETH
DI, ZESRRIEDE ST IZE > TR —R A 708350 T, Fhbkd FEITRT,

I 74 WRRBS/ kR | 7 — SAEMEE | WFREMERE | AT URHERE
KLEIN-64 | 12/12 2°% 2" 2"
KLEIN-64 | 12/12 2% 258 2%
KLEIN-80 | 13/16 25019 2 2"
KLEIN-80 | 13/16 2" 2" 2%
KLEIN-96 | 14/20 2" 2% 2%
KLEIN-96 | 14/20 2% 2% 2"

Branching Heuristics in Differential Collision Search with Applications to SHA-512 [FSE

2014]




Maria Eichlseder, Florian Mendel and Martin Schlaffer

SHA-512 |Z%}7% semi-free-start TOBEE A REELELZIER 24 Be(fEARTIE 80 B D 38
B IZHRRR LT ARimCTliE, BEMb L= OEEER PRI HEN T\ A,

Collision Attack on 5 Rounds of Grestl [FSE 2014]

Florian Mendel, Vincent Rijimen and Martin Schlaffer

Grostl 1 Knudsen HI25 - TR EFEIL- SHA-3 &4 5 =D —>Th b, A THY FIF5
Grostl-256 & Grostl-512 13454 . 10 BrL 14 BETHY, 1E3REHIT 3 B/ ME TULM B S
TN Tz, RER LTI, ZoNEER DAY= T ay ZITIERHZEHFR LSO, §HE
BEHIEOT- D@ HE L 2 [H0HH 1 DICFRE LGSR, W7 &b #2337 e B s %
5 BRITHIE L 72, BUBE X, Grostl-256 T, BB MERE 23 212 AT UM MERE 23 25, Grostl-512
Tld, WREREEHERE 28 2170 AT UHHERE AY 28,

3.2.3.

FSE 2014 0% (3 HE)

Differential Cryptanalysis of round—reduced SIMON and SPECK [FSE 2014]
Farzaneh Abed, Eik List, Jakob Wenzel and Stefan Lucks

SIMON & SPECK [ 2013 456 HIZ NSA NABR L7- &7 v v V5T, V7 3% .
N REIEO ST CRWWVEERREZ R T LI ICEFH SN TWD, KTk, 71y
E. #EOHABDOEICK L, ZoWE L R (Rectangle) W A1 FH L 725 RS FE R
SNz, fER%E TRIRT,

SIMON 2k}~ % 720y W8
[iRz2 YO B S/ AhE | Wil MRS | 7 — X EMERE | A U BT | plioh =R
SIMON32/64 18/32 216.0 2712 2150 0.63
SIMON48/72 19/36 2°20 2160 2200 0.98
SIMON64/96 | 26/42 2639 2630 2310 0.86
SIMON96,/96 35/52 293 2% 2578 0.63
SIMON128/128 | 46/68 2157 21258 2108 0.63

SPECK (2%} % 25 B
[ERE2 YO BB/ AohE | WS | 7 — X EMEE | A& UM | plkohR
SPECK32/64 10/22 2792 2% 216 0.99
SPECK48/72 12/22 2153 2% 2% 0.99
SPECK64,/96 15/26 2611 261 2% 0.99
SPECK96,/96 15/28 2891 28 21 0.99
SPECK128/128 | 16/32 QLT 2116 251 0.99

SPECK (2%} % R B
[z YRR BB/ ke | BeREEMEE | 7 — X BT | A& U EMEE | lioh R
SPECK32/64 11/22 2167 2301 2771 ~1
SPECK48/72 12/22 2558 212 218 ~1
SPECK64/96 14/26 2891 2636 265 ~1
SPECK96/144 | 16/29 21359 2909 2915 ~1
SPECK128/192 | 18/33 o127 21259 21219 ~1




Differential Analysis of Block Ciphers SIMON and SPECK [FSE 2014]
Alex Biryukov, Arnab Roy and Vesselin Velichkov

7u oy IR OESRGECIS T ARX BRI 5E AT RE 7R 22 IR R IR SRIE A B RS L T2,
Z ORFRIETIE, BRI H )0 ORI BB % O Highway-Country road approach % |

AL TW5bH, NSANEEF L7 1 v 7155 SIMON & SPECK [ZHA L7=& Z A, HHO

RN TE, WIRTE T v v B, #EOMAEG DOEICKHT D2 AT RE T

bDH L EIERITR LT,

%72 SR | BCREBAL/ IR | RFREAERE | 7 — X T
SIMON32 | 64 19/32 2% 2"
SIMON48 | 72 20/36 2" 2%
SIMON48 | 96 20/36 2" 2%
SIMON64 | 96 26/42 2% 2%
SIMONG64 | 128 [ 26/44 2™ 2%
SPECK32 | 64 11/22 2% 2%
SPECK48 | 72/96 | 12/22 2" 2%
SPECK64 | 96 16/26 2% 2%
SPECK64 | 128 [ 16/27 2% 2%

Equivalent Key Recovery Attacks against HMAC and NMAC with Whirlpool Reduced to 7
Rounds [FSE 2014]
Jian Guo, Yu Sasaki, Lei Wang, Meiqin Wang and Long Wen

o~ = BE%C Whirlpool 248 L 7= HMAC (2% 2 S [E1E BB IZ B\ T, EBEOHED
RV HMAC OFEM#EE KD D Z LI LD BEBERTHEZME/ MR Whirlpool @ B B (4%
TIX 10 BDZWERD 6 B D 7 BHITIT Lz, T AES R— 2D 7 1w 7 51250 L
TR SINT-FHKHBEOTEZFA L TEY . BERFHE A NI, FEREMERE 2199
AE VMR 2% T — X EHEE 28T Th D,

Multiple Differential Cryptanalysis of Round—Reduced PRINCE [FSE 2014]
Anne Canteaut, Thomas Fuhr, Henri Gilbert, Maria Naya—Plasencia and Jean—Rene Reinhard

PRINCE X Asiacrypt 2012 T Borghoff 50MER L7-7 0y VK5 T, 72 v /K 64 B

b, #E 1288y b, 12 SPHEETH D, AL T, HEHESRBOMREBIEL
7= 6 Ef differential ZFH LT, 10 B&fi/ NI T 2B AR LTz, 2 A MIT —Z i
FE 2770 IR FHIARZMERE 2°07, A | U MEMERE 2°°°, T OFERIT 10 BEE/INE T VISR D W
ELTEEREOLDTH D,

3.3.PKC 2014 DHFE

3.3.1. PKC 2014 »%% (1 BHH)

Discrete logarithm in GF(28%) with FFS [PKC 2014]
Razvan Barbulescu, Cyril Bouvier, Jeremie Detrey, Fierrick Gaudry, Hamza Jeljeli, Emmanuel
Thome, Marion Videau, Paul Zimmermann



BB ERIEIC BV T, GPU R Lz Edi b2 T 5720 FEE S OmE b Lt ae
BIE L O 72 /R T L A BT T EN RSNz, T OFE R HIRIA GF(2%) Lo ot
A 7.6 27 4L 0.1GPU - CRHAE TEA LV B e kS R A2 157,

3.3.2. PKC 2014 ®%3% (3 HEH)

Parallel Gauss Sieve Algorithm: Solving the SVP Challenge over a 128-Dimensional Ideal
Lattice [PKC 2014]
Tsukasa Ishiguro, Shinsaku Kiyomoto, Yutaka Miyvake, Tsuyoshi Takagi

BRI VRESVPY RO T D FUL LT H T REF T VAN X LA R LT, FERIED
— RIS U LT R R L E SIMD S OFE T A, ZHUTHIRET &
DL EIT,

Ideal Lattice Challenge (21 L7224, L THIH T 128 B hOFRIEIZ KB T 5728 D,
ERESLNT-, BHRITIE 29,994CPU B2 B LT~

3.4.Eurocrypt 2014 DR

3.4.1. Eurocrypt 2014 ®FFE (1 HA)

A heuristic quasi—polynomial algorithm for discrete logarithm in finite fields of small
characteristic [Eurocrypt 2014, BEST PAPER]
Razvan Barbulescu, Fierrick Gaudry, Antoine Joux and Emmanuel Thome

BRI E(DLP: Discrete Logarithm Problem)iZ%f 328 L ME G IEZ TR LT B F
A SCED, AR ERHIIX 2 — VAT 4o VI AEE VTS, /IMEE O A IZFH A &I
UL THABE 72> TR, TN E T ThH o 72 BABURER Ik DO HEFR SRR 28 T D,
B BUMFHESERS 5 Cld, BT B4 T /VTVRLDSA RO A T LTY XA DH 23R T5
D3, A - HEREL TV AT A= — (TR IRCRIEE) THY |, £ OFiH TITEELR2W, 72721,
/NMEELD DLP OREEMEIZIESWe R S E 28 058101, Fifgae 7 VT VX LD
AT 2L ENR DD,

Symmetrized summation polynomials: using small order torsion points to speed up elliptic
curve index calculus [Eurocrypt 2014]
Jean—Charles Faugere, Louise Huot, Antoine Joux, Guenael Renault, Vanessa Vitse

5 H iR oSO I E(ECDLP: Elliptic Curve Discrete Logarithm Problem)iZ x4~ 2 f#
Bk R AR LTz, BT BUNHESERS 5 Cld, S A 7 /L= X A ECDH 23B6R 975, #R
(RUO)IVEEHROMEZ WA B THY, ]2 1E IPSEC(SECurity architecture for Internet
Protoco) DFELA T m bz L TS EHRIZIE ] ATRE THY | MRt RF M O a5

10



ZEMNTED, FFEHERREITIT7 2o TR | BN JH 0% A STl L TR LB
HD,

Generic Universal Forgery Attack on Iterative Hash-based MACs [Eurocrypt 2014]
Thomas Peyrin and Lei Wang

Ny AR —AD Ay —VRRET— NI T A AER BB O W BRIz, BB HE
BERE 5Tl Ay B—UF8GE2—R HMAC 23BfR 1%, Bl21X, [EED Ay E— 1259514
1E1Z. RIPEMD-160 % 7= HMAC Tid, 2 E T2 ® 160 BOFHRENLELE X 5T
U3, 2 D 133.3 FIZEK R TEDEVIORERTH D, BLEAEREI T2 > TR0, AT
MZEITV, SR OERITEETILERHD,

Links Between Truncated Differential and Multidimensional Linear Properties of Block
Ciphers and Underlying Attack Complexities [Eurocrypt 2014]
Celine Blondeau and Kaisa Nyberg

Ty JWEFITR T ARk 2 TR O BILR(FMENE KF ATV R — R A 7 I L DA WS )% X
DEAGINT T DR EEATo T2, IS ABIEL T, 26 B PRESENT (ZK I 2BERI D 2 Yk e G5
(Multi-dimensional Linear Distinguisher )33, BEEIDEEEN -3 (Known Plaintext) ¥ %8 LV
DI AEVZ IV EIRE- S (Chosen  Plaintext)#[m{H B (Z AT A L2 R LTz, BIFRME
DIERDT=8 | BB HERERE S 12k 5 U m O BTN B2 L5, BLEOKES
HEEZETHEITER LT Ui,

3.4.2.  Burocrypt 2014 ®# % (Rump session)

Practical Complexity Cube Attacks on Round—Reduced Keccak Sponge Function [Eurocrypt
2014, Rump session]
[tai Dinur, Pawel Morawiecki, Josef Pieprzyk, Marian Srebrny, Michal Straus

SHA-3 Oiffi/Mif(5/6 Bo)Keccak D AR T BRI k9% CUBE BB A FE R L=, #EIRIR TH
D12 B D BTN AR OBANIEE T o0 EN DD,
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OBHIGE
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FEETHD, 7OV IEBSDCBC E— FICHESBMEAHS1=DIZRC4 DFEREFHRE L
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